[image: See photos]Brierley Hill Primary School 
Every Child Achieves



[bookmark: _Hlk51022661]Consent Policy

	
	
	

















	Statutory
	Not Required

	Website 
	Not Required


To be read alongside all relevant School and Local Authority policies and procedures



	Responsible 
	Headteacher

	Date Approved
	April 2024

	Review Cycle
	Three Years

	Next Review
	April 2027

	Approval Level 
	Headteacher



The General Data Protection Regulation introduces a higher standard for consent. 
This definition is:
 “any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her”
Although the basic concept of consent remains the same, the biggest change is what this means in practice for consent mechanisms. The change reflects a more dynamic idea of consent. Brierley Hill Primary School recognises these changes and strives to ensure that they are consistent and coherent with government guidelines in order to keep all staff members and pupils safe within the school environment. 
Consent is one lawful basis for processing, but there are alternatives.
Consent is appropriate if you can offer real choice and control over how you use an individual’s data. If you cannot offer a genuine choice, consent is not appropriate.
Valid consent
· Clarity: requests for consent need to be prominent, concise, easy to understand and set out separately from any other information, such as terms and conditions. Consent should also be granular; separate options to consent should be sought for different types of processing.
· Identity: every party who will be relying on the consent must be clearly identified. Currently, indirect consent may be valid if the consent describes categories of organisations who may wish to use the consent. The new guidance makes it clear that this will no longer be acceptable; all third parties who will rely on the consent must be named. 
· Active opt-in: clear affirmative action requires a deliberate action to opt in.  Various affirmative opt-in methods are outlined in the guidance, including opt-in boxes, signing a consent statement, oral confirmation, a binary choice presented with equal prominence, or switching technical settings away from the default. Consent must be opt-in – the guidance emphasises that failure to opt out is not consent.
· Explicit consent: if explicit consent is required, for example, to legitimise the use of sensitive data or automated decision-making (including profiling), the opt-in needs to involve an express statement confirming consent. Using special category data such as biometrics will require explicit parental consent.



Managing consent
An audit trail is required to demonstrate compliance and evidence how and when consent was given and details of what was communicated to parents. For example:
· You keep a copy of the parent’s signed and dated form that shows they ticked to provide their consent to the specific processing
· You keep records that include an ID and the data submitted online together with a timestamp. You also keep a copy of the version of the data-capture form and any other relevant documents in use at that date. 

There should be easy processes in place for parents to be able to withdraw consent and should be refreshed on a regular basis. Please use the Consent Checklist to ensure that your existing consents meet the requirements of the GDPR. If they don’t or are not properly documented, you will need to seek fresh consent, identify a lawful basis for processing or stop the processing.
Information Commissioners Consent Guidance found at this link 
Asking for consent
· We have checked that consent is the most appropriate lawful basis for processing.
· We have made the request for consent prominent and separate from our terms and conditions.
· We ask people to positively opt in.
· We don’t use pre-ticked boxes, or any other type of consent by default.
· We use clear, plain language that is easy to understand.
· We specify why we want the data and what we’re going to do with it.
· We give separate distinct ‘granular’ options to consent separately to different purposes and types of processing.
· We have named our organisation and any third-party controllers who will be relying on consent.
· We tell individuals they can withdraw their consent.
· We ensure that the individual can refuse to consent without detriment.
· We avoid making consent a precondition of a service.
· If we offer online services directly to children, we only seek consent if we have age-verification measures (and parental-consent measures for younger children) in place.
Parental consent and what this includes
In order to keep parents informed of important information about school, for example snow days, trips, etc most schools now use either a text or e-mail messaging service to contact parents. GroupCall, Parentmail and Teachers2Parents are examples of these messaging services.
What are the implications under Data Protection Law?
The school will need to identify a lawful basis for processing parent contact details in order to comply with Article 6 of the General Data Protection Regulation (GDPR). The lawful basis for contacting parents via text/email messaging to advise parents of snow days/Subject Assessment dates, etc or anything which can be wholly linked to providing an education can be processed either via consent Article 6 (1)(a) or legitimate interests Article 6 (1)(f).
When can consent be used?
If the school is giving parents a real choice in whether they subscribe to the messaging service and can provide an alternative method of providing the same information (e.g. by letter) if the parent chooses, then consent can be used as the lawful basis for processing this information and the attached consent form can be used.
When would it be appropriate to use a Legitimate Interest Assessment?
If the school are not giving the parents any choice about being contacted by any other method than text/e-mail and are not offering an alternative then the school may be in a position to demonstrate that they are using ‘legitimate interests’ as their lawful basis for processing information in this manner. If this is the case they will then need to conduct a Legitimate Interests Assessment as evidence of their considerations when using this as a lawful basis for processing.
What is a Legitimate Interest Assessment?
With a Legitimate Interest Assessment, the onus is on the school to balance the legitimate interests of the school, i.e. informing parents of important information about the school which will impact on the pupil, and the processing of personal data against the wishes of the individual, i.e. the parent’s contact details. This is different to the other lawful bases, which presume that your interests and those of the individual are balanced.
The key interests of the legitimate interest provision can be determined by a three-part test:
1. Purpose test – is there a legitimate interest behind the processing? (Informing parents about important information that will impact on the pupil in an efficient and secure manner)
2. Necessity test – is the processing necessary for that purpose? (By using the contact details the parent will be assured that they will be receiving messages in a timely manner without leaving the responsibility of delivering messages to the pupil)
3. Balancing test – is the legitimate interest overridden by the individual’s interests, rights or freedoms? (There is an expectation that parents will be updated in a timely manner about anything that will impact upon a pupil whilst they are at the school. The most appropriate method to provide parents with this information is via the text/messaging service which will ensure that important messages are delivered to parents without reliance on the pupil)
The ICO has developed a sample Legitimate Interest Assessment template to assist schools in the process.
Would the school need to update its Privacy Notice?
Whatever the scenario the school Privacy Notice will need to make it clear that parent information will be shared in this way and the lawful basis for doing so. An example of a statement for your privacy notice is as follows:
The school uses Eduspot to contact you to advise of school closures etc. To enable us to do this we will share your information with the provider of this service to ensure that you receive vital information about the school in a timely and efficient manner without the responsibility of delivering of these important messages being placed on pupils.
What if the school wants to use the text messaging service for other activities?
When using parent’s e-mails/texts to ‘market’ any activities within school or promote, for example, Parent Teachers Association or outside sports events being offered by external organisations which are outside of providing an education, this type of communication is covered by the Privacy and Electronic Communication Regulations. This means that if you are sending these emails/texts to parents you will need their explicit consent for them to be contacted in this way. This consent needs to be fully informed and a record of this needs to be kept as evidence.
This can be achieved by adapting the template below to include an opt in statement that gives explicit consent to marketing and other purpose. 
Further information 
For further information, please contact the School
Brierley Hill Primary School, Mill Street, Brierley Hill, DY5 2TD
Tel: 01384 816980
Email: info@Brierley.dudley.sch.uk


Sample Letter – Insert letter header and footer 
[Insert Date]
Dear Parents/Guardians,
Eduspot
We currently use a variety of ways to communicate information to yourselves for example, newsletters, the school website and our very efficient text messaging service.
The Eduspot service allows us to send message instantly for a variety of reasons:
· To notify you of a school closure in bad weather
·  As a reminder for events and payments
· To contact you with changes to arrangements for school visits and return times.
·  To inform you that your child has arrived safely at the location of a residential visit.
·  [Insert any other reason]
As you may be aware, in order to comply with Data Protection Law, we need to obtain your consent to share your details. Therefore, could you please complete the slip below, giving permission for us to share your contact details with Eduspot service, and return it to school by no later than [Insert date].
We will also need your consent to send you details from the Parent Teacher Association (PTA) of any activities that they are organising. Please provide your consent below if you agree to be contacted by text/email about these activities.
If you fail to return the form by the above date or refuse permission, then your contact details will be removed from the service and we will be unable to use this method to communicate important information to you.
Thank you for your support.
Yours sincerely,
Eduspot – Text Messaging Service
Child’s Name …………………………………………………………………….
Year Group ……………………………………………………………………….
· I do give permission for [Insert name of school] to share my details with
[Insert name of Text/Messaging Service] in order for text messages to be received
· I do give permission for my email/text contact details to be used for keeping me updated about PTA activities.
· I do give permission for my email/text contact details to be used for keeping me informed about activities being offered by external organisations (e.g. tennis club)
PLEASE DELETE AS APPROPRIATE
Please note: You can withdraw your consent at any time by contacting the school
Signed ……………………………………………………………………………………..
Print Name ………………………………………………………………………………..
Relationship to child …………………………………………………………………
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